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LOCAL NATIONAL
EXEMPTION TO USAREUR
COMPUTER-USER TRAINING
AND TESTING

SAREUR policy requires employees

who use U.S. Government comput-
ers in the workplace to receive special
training and to take a test to verify that
they have been trained.

Local national employees in Germany are
exempt from this requirement until this
policy is duly discussed with local nation-
al employee representatives. The outcome
of this discussion will be announced in
the USAREUR Bulletin.

AUSNAHMEREGELUNG FUR
ORTSANSASSIGE
BESCHAFTIGTE
HINSICHTLICH DER
SCHULUNG UND DER TESTS
FUR COMPUTERNUTZER

SAREUR Vorschriften erfordern,

dass Beschéftigte, die Computer der
US-Regierung an ihrem Arbeitsplatz be-
nutzen, eine besondere Schulung durch-
laufen und einen Test ablegen zur Be-
scheinigung, dass sie geschult wurden.

Ortsanséssige Beschaftigte in Deutsch-
land sind hiervon ausgenommen, bis diese
Vorschrift mit den Interessenvertretern
der ortsansdssigen Beschaftigten erortert
wurde. Das Ergebnis dieser Erdrterungen
wird im USAREUR Bulletin verdffent-
licht werden.

USAREUR PoLICY ON
INTERNET CONNECTIVITY

he security of the USAREUR infor-
mation infrastructure depends on our
ability to protect sensitive, unclassified
information that is processed over the

USAREUR Common User Data Network
(CUDN). This USAREUR network con-
nects to the worldwide DOD Nonsecure
Internet  Protocol Router  Network
(NIPRNET). Protecting this network of
networks requires identification, control,
and management of all devices connected
to it. The many interconnections between
the military NIPRNET and the commer-
cial Internet are of particular concern.

In accordance with recent guidance from
DOD, the standard way for military or-
ganizations to connect to the Internet is
through the existing CUDN/NIPRNET.
Using a commercial Internet service pro-
vider without a waiver is prohibited for
military organizations. Commanders of
USAREUR commands (USAREUR Reg
10-5, app A) using the CUDN/NIPRNET
will ensure that action is taken to ter-
minate all connections to the Internet that
do not go through the CUDN or the
NIPRNET.

If a CUDN or NIPRNET connection is
not available, the Deputy Chief of Staff,
Information Management, USAREUR,
may authorize direct Internet connections,
provided those computers are not on a
military network.

Commanders of units with a documented
requirement for simultaneous connection
to both a commercial Internet service pro-
vider and the CUDN/NIPRNET must re-
quest a waiver. Waivers must be pro-
cessed through the USAREUR Informa-
tion Assurance Program Manager and the
Director of Information Systems for Com-
mand, Control, Communications, and
Computers (DISC4) to HQDA. HQDA
will validate and forward waivers to DOD
for approval. These connections must be
specially engineered for security applica-
tions (for example, they must have fire-
walls and an intrusion-detection system).

Unlike military units, educational and
morale, welfare, and recreation (MWR)
activities are not required to connect to

the Internet through the CUDN/
NIPRNET. However, activities that—

»Need to maintain connectivity with a
USAREUR network must use computers
that are not connected directly to the
Internet

»Use commercial Internet service pro-
viders may not be connected to the
CUDN/NIPRNET with the same comput-
ers without a waiver. These connections
must be specially engineered for security
applications.

Simultaneous connections to both the
Internet and to a military network open a
“backdoor” into the military network. The
above policy is designed to prevent
backdoors unless they are absolutely ne-
cessary and then only when they are ap-
proved and configured for maximum se-
curity.

USAREUR POLICY ON
INFORMATION ASSURANCE
VULNERABILITY ALERTS
(IAVAS)

I nformation assurance is a command-
er’s program. Direct command empha-
sis is needed to make it work.

Information assurance vulnerability alerts
(IAVAs) are official notifications to the
command that a software security vulner-
ability has been identified that affects one
or more Army computer systems world-
wide. These vulnerabilities are almost al-
ways public knowledge, and almost al-
ways involve commercial software prod-
ucts.

Vulnerabilities are favorite targets of
hackers, who immediately begin probing
computer networks in the private and
public sectors to find weak computers.
Therefore, when a USAREUR command
receives an IAVA, the command must
quickly determine if any of its computers
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are affected and, if so, immediately fix
them.

When DA issues an IAVA, the Deputy
Chief of Staff, Operations (DCSOPS),
USAREUR, will forward it to USAREUR
commands as a formal tasker. These task-
ers come in two forms:

»Numbered Dragon Lightning alerts, which
are issued when a clear and present danger
threatens the integrity, confidentiality, or
availability of USAREUR data and networks,
which in turn threatens our warfighting capa-

bility.

»Numbered USAREUR IAVAs, which are is-
sued when the threat is not as immediate or
severe, but may degrade our warfighting capa-

bility.

Both Dragon Lightning and USAREUR
IAVAs include deadlines (suspense dates)
by which units must fix affected comput-
ers. The USAREUR standard is to meet
or beat the suspense date. If an IAVA re-
quirement cannot be met by the suspense
date, the unit must—

»Notify the USAREUR Information Assur-
ance Program Manager (IAPM).

»Give the USAREUR IAPM the reasons for
missing the suspense.

»Provide an estimate of when the unit will
meet the IAVA requirement.

The USAREUR IAPM provides a weekly
report to the DCSOPS on IAVA compli-
ance. An extract of the report that pertains
to any unit may be obtained from the
IAPM on request. Units may call 380-
5207 to request the extract and to fix re-
porting errors.

E-MAIL DISTRIBUTION OF
THE USAREUR BULLETIN

s of 1 April 2000, editions of the
USAREUR Bulletin will be distrib-
uted only by e-mail.

Publications clerks who have subscribed
to the USAREUR Bulletin and who have
valid e-mail addresses will receive copies
of the USAREUR Bulletin by e-mail.
Other personnel who would like to re-
ceive the USAREUR Bulletin may

register their e-mail address by sending an
e-mail to bulletin@upubs.army.mil. The
subject line of the e-mail should be
“Subscribe”.

Personnel who subscribe to the
USAREUR Bulletin by e-mail will re-
ceive the bulletin immediately after it is
published.

USAREUR EMERGENCY
TELEPHONE NUMBER

As of 15 February 2000, USAREUR
soldiers who find themselves in an
emergency without funds and who need to
send a message to their command may
make collect calls to the USAREUR
Crisis Action Center at Campbell
Barracks in Heidelberg, Germany.

The emergency civilian telephone number
is 06221-336660 and is operational 24
hours a day.

Soldiers will not be able to make direct
calls to their commands using this num-
ber. Crisis Action Center personnel will
screen and relay the calls.

NEW USAREUR COMMAND
PoLICY LETTER

he following USAREUR command
policy letter has been distributed as
shown:

»USAREUR Command Training Philosophy
AEAGC-TD-OPD (475-7453), 10 January
2000 (Distr: A)

Units included in the distribution should
have received their copies. The proponent
telephone number is listed after the office
symbol. This policy letter is also avail-
able in the Electronic Library of
USAREUR Publications and AE Forms at
http://www.aeaim.hqusareur.army.mil/
library/home.htm.

WEEKLY UPDATE

To find out which USAREUR publi-
cations and AE forms have been dig-
itized each week, personnel should check

the Weekly Update section in the Elec-
tronic Library of USAREUR Publications
and AE Forms at http://www.aeaim.
hqusareur.army.mil/library/home.htm.

How TO USE THIS BULLETIN

H Q USAREUR/7A publishes the
USAREUR Bulletin (UB) on the 1st
and 15th of each month.

Only items sent by or through a HQ
USAREUR/7A staff office will be ac-
cepted for publication in the UB. HQ
USAREUR/TA staff offices may send
items by fax (370-6568), mail (HQ
USAREUR/7A, ATTN: AEAIM-SM-EB,
Unit 29351, APO AE 09014), or e-mail
(pubsmail@hg.hqusareur.army.mil).

Current editions of the UB are available
in the Electronic Library of USAREUR
Publications and AE Forms at http://
www.aeaim.hqusareur.army.mil/library/
home.htm.

Personnel with questions or comments
about this bulletin may contact the UB
editor by telephone (370-6267) or e-mail
(pubsmail@hq.hqusareur.army.mil).

For the Commander:

CHARLES C. CAMPBELL
Major General, GS
Chief of Staff

Official:

JOHN P. CAVANAUGH

Brigadier General, GS

Deputy Chief of Staff,
Information Management

DISTRIBUTION:

Distribute according to DA Form 12-88-
E, block number 0794, command-level A
(USAREUR Bulletin).*

*One copy for each officer, warrant offi-
cer, and every 10 enlisted and civilian
personnel.

This bulletin is an official publication of HQ USAREUR/7A.
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